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Sir, 

I, Paul Moroney, hereby declare as follows: 

1. I am the named and true inventor in the above referenced patent application and 
that I am the sole inventor of the subject matter disclosed and claimed in the above 
referenced patent application. 

2. I submitted a description of my invention, now claimed claims 1-36 of the above 
application, to the law department of General Instrument Corporation in an "Invention 
Record Form." I signed the Invention Record Form on December 22, 2000 and the 
signatures on the Invention Record Form are my own. A copy of the Invention Record 
Form is provided with this declaration as Attachment A. General Instrument Corporation 
Invention Record Form No. D02635. 
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3. I conceived the invention recited in claims 1-36 of the above application prior to 
December 31, 2002. See, Attachment A. 

4. I constructively reduced my invention to practice prior to July 10, 2001, and this 
reduction was memorialized in General Instrument Corporation Invention Record Form 
No. D02635, to which Petr Peterka, a General Instrument Corporation employee, served 
as a witness on December 22, 2000. See Attachment A. 

5. Upon information and belief, the date of receipt of General Instrument 
Corporation Invention Record Form No. D02635 by the General Instrument Corporation 
law department was December 27, 2000, as evidenced by the "General Instrument 
Corporation Intellectual Property" date stamp, and the "DEC-27-00 WED 12:52 
SYSTEM ENGINEERING" fax header visible on the first page of Attachment A 

6. I hereby declare that all statements made herein based upon knowledge are true, 
and that all statements made based on upon information and belief are believed to be 
true,. These statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under § 1001 of Title 
18 of the United States Code, and that such willful false statements may jeopardize the 
validity of the application or any patent issued thereon. 
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Gl Docket No. 

Administrative Information ^2b35 

1 • Short Descriptive Title of the Invention: 
Digital Cinema System Concept 



General Instrument Corporation® ' 

Intellectual Property Department 
For Internal Use Only 

Invention Record Form 



RECEIVED 
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GENERAL INSTRUMENTCORf^noN 
INTELLECTUAI PffnPFpVv A(ION 



2 ' comS- erS ° nS Wh ° COntn ' bUted f ° this invention - inc,udin 9 Persons from othor divisi, 



ivisions and/or outside 



Full Legal Name 
Home Address 
City. State. Zip 
Citizenship 
Division/Co. Location 
Office Phone No. 



Inventor 1 



Paul Moroney 



341 1 Western Springs Roa d 
Olivenhain, CA 92024 



USA 



Motorola BCS, San Diego 



858 404 2446 



Mgr.'s Name & Phone No. Geoff Roman 
Signature of Inventor 



Date 
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City, State. Zip 

Citizenship 

Division/Co. Location 

Office Phone No. 

Mgr.'s Name & Phone No 

Signature of Inventor 
Date 



Inventor 3 
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II- Background Information 



' %J£Z£ mVem L 0n WaS develoDed whi 'e working under or in the performance^ experimental 
developmental or research work called for by a government contract or with the uiS^nS?C a 
government contract would be awarded? 8 No □ Yes If yes. please explain: UnaerStand,n9 that a 

DreL y ntetLTl°H w Sen *° ° Utside General lnsIrument in a s P«ch. exhibit. 

ZhlZ ■ o dl m & ^° dUCt manUa '' rep0n ' lecture ' trade sn ° w - technical article, publication or 
otherwise? E No ^ Yes If yes. please explain: P 

Presented to Dave Beddow of Liberty LiveWire. inside Gl facility. April 2000 

™ - *" are ««• <™ d * »*» 

Name of product(s) and/or project(s) for which this invemion was developed- 

Developed for Digital Cinema system as concept approach. 
Planned or actual use of invention: 

Hope for use in e-clnema standards and products in future, as field develops 
What economic benefits do you think Gl can derive from this invention? 

rnmnroec 0SS ' b,e / r0dUCti0n 0f comDressi °n and security modules, and possible source side off-line 
compression and encryption support. eu Ine 

s^meVneruSofr% P 7.? UCt in " r P oratin 9 this invention to be sold, offered for sale or shown to 

S E * G ? '^ P ? h dU ? ° r pr ° t0type has alread y been so,d - offered f ° r sale or shown, 

piease Identify the earliest date this happened.) 

Uncertain 

Rl Nn W n vo! m f ( de ' ° f [t l e J Vemi0n been built and tested < or appropriate software been written)? 
I£l No U Yes If yes. who has witnessed a demonstration, and when? 

winter? SSK" P r U ?' iCati0nS - artic,es - texts - e «=- which describe ; e chnology similar to 

£hnn^ r ^ reieT&nce matenal ^ may be useful in understanding the background 

nclude c^L y T^T° n - L USe 3 f 6parate Sh6et '' f neCeSSar V and attach a «W ° f e ^h Z Please 
include copies of all b.bl.ographical information.) (Use a separate sheet if necessary) 
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Signature of Submitter(s) ■ 
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III. 



Description of the Invention 



2. 

3. 

4. 
5. 



6. 



7. 



P,6aSe SSI 8 * V6ry bn ' ef (i e - ° ne short sentence ) »«™ry <* your invention 
technology 

Briefly describe the field of technology to which your invention relates. 
Briefly describe the problems, issues or needs which led to the invention. 

a wffSSi^*^^ ^ * " ^ ™*« With ****** # ™ P-ide 

How have others addressed these problems, issues or needs? 

Others may build a fixed solution, which is either less »n ■» ™ naa H* ♦ u 
technology progresses. ecure 0r needs to be completely replaced as 

Si™ *** you think may be nove, or technica, 

inside. ThfmodS **> the theater projector, and ,ocks 

them inside the module. A watermark sScXfh* nrSot f '° and deCrypt them and ^compress 

security. When the cornpreSechSs imp^^^SL 1?^ ^° m ° dlJ ' e ' '° r maXimum 
module needs to be inside the oroiecta for JSl! ?, P , 6 module ' no1 The entire Projector. This 
decryption, decompri ?on an S S Thta^STa ^f?m 2?"" * ? r ° jeCt ° r 35 the location of 
electronically. If the pirate films the displayed m3? the SSJ^rK n 9 C ? 9ital COntent 
algorithms change, again, only the mo^Z^^S^ P ' ' dentff ication - ,f 

^^WotKSiW Have reading how to best Implement, bui.d, 
practicing your L^^'!^S^SSi ^n^T^ 5 ' T™ hkh y0U ,eeI are best 
anything you think will make the Z^S^^*™ ^ ^ " ^ iS disa9ree ™<- P '«se list 

prefe/p^ We 
stored at the theater servers, and the Advanced Encrypt KSSfer V^T^^S" 
Bnefly describe any alternative uses, variations or modifications of your invention which you contemplate 
^Tse^ 

the combination of the system approach and tor^£^t!£^ "° f ? enC ^ tin 9 that ™™ « is 
described below. approach that provdes value, and the other details 

~^ P Sb^ 

construction and operation of the invention incXnr^ i dSS^JS T * ' d ! a ' d,sclosure should Ascribe the 
mechanical drawings. ph^rJt^^^^^^^ schematics ' bl ° c »< diagrams, 

program listings, etc. If you haTe already SiSdtSS I 9 T^T 9 at>0rat0ry n0leb00k pa 9 es - reD0rts - 
rewrite it. Simply attached refe^ there « no need to 

page engineering progress report addressed ^J^Td^^ fLf^l at,3Ched 9 

1 uoe aaiea 1 Jan " 1 992 f or descnption of amplifier circuit") 

toynJSZ P ° WrPOim *" **" 1 W,SS - 3/2 ' 2000 ' *"« ««» <°' P*r 

Cinema is an evolving M.Ths stu dios ™« an approach that can p,^ qua% . 
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security and low distribution cost. In fact, their primary motivation may De said to be the reduction in 

vSSX^t^^T"* as co r red 10 ^ dup,,cat,on! However w^SX* 

™ r»m?S??h 9 k SefVerS ' and d ' 9ltal ele Cfonic projectors, which is quite a cost hit When 

mPriT com P'! l ! chan 9e in equipment, with the new distribution approach, and cons WeVtfte 

trea 2S r^X? .T^ 9 : y ° U haV6 2 t0Ia ' indUStr V P aradi 9 m snif <- Tt ™ s »he studios are 

ThS th, Z V ona ?' Y° rk,ng Wilh standard S groups to redefine everything about the process 

IpprVach ^ y ' ^ ° 0Sl bSttfir SeCUdty 35 COmpared to * oda '' s ,i,r " based 

with i M hn?JS?. n( S9 y iS 1? th ° re ^ <he P6rreCt anSwer: thus we need an a PP roach that can wo^ 
System 9Y * 6 State °' th6 QUallty and S6curl * wi " 50 ™*t the 

comoonln* S^t^f ' ndUSt 7 * ^ en0fm0US - ,f they redefine al1 lhe re,evant technology 
JToS^h ! 7' ° C ° StS ° f syste,n devel °Pment and product evolution will be enormous. As far as 
needs Low 00^2^ T'l approaches ' WW"*" developed for other industries and 

should b : v3tLnnt dnver \ b y st f ndards . » ^PPosed to proprietary solutions, so the final approach 
solutions cSSSr h y Pr ° prieIary a PP roaches P r ° vid * a special value, or parallel 

aDorMfh ka ° ' ° U d th6y 6X1St - ° ne exarr,p,e is in tne kev ^button portion of the security 

technolo^ SLV° F 1 ^' 6XiSt ,n w the Same indUStrV - An ° ther exam P ,e is " the compression 
technology selected. IF a consumer product standard was chosen, then pirates could more easily steal 

s a ffiSK? h" 1 V 0 "™? " dfStlnCt from th3t ° f 0fdinary COnSumer electronfes the'n th^ 
is a natural protection based solely on the lack of cheap products to view stolen content' 

cran^J . k SyS i em ^P 1 * 030 * em P'°ys security algorithms and compression approaches that are 

SrSS^'n^SL? ^ art i We Pref6r MPEG " 4 f ° r Vide ° and audi0 ' at M rat6s and ^solutions 
2f ISirH ti ? y ! regular consumer electronics devices and PCs. Thus we can use a 

nSwtlt .t h ' S Pr T n kn ° Wn ' and Sli " be Secure - We P fefer tne RTP P rotoco1 *>r transport over IP 
n^rtvt' PnnLTi 0r " 0n " real 1,me - which ™ ar * that off-the-shelf software can be purchased or 

KS e 5S«?S3 r ? T° S ? eat r SerVCS W0U,d be in The form of IP P acke ^ ^ich opens a 
tefhnS w y f t ery " e works and simul ^eously allows the use of off-the-shelf server 
£f™ 5 m'J? 8 th 6 US / ? tnP ' e ° ES and/0r the Advanced Encryption Standard for encryption of 
oveMp'Slks IS K!S^ ^ ^ ° f timC ' ^ thUS ™ d ^* d 

content I^f if T tem , deS ' 9n Wi " b5 b3Sed U P° n the ke * P remise tnal the decryption of valuable 
coment must be placed as close to the ultimate consumer point of "consumption" as possible to reduce 

sSThus athLTif ° 10 ^ C ° ntr0 ' " thc hands of the 0w ' ers of tnTmateria? the 

nrovSnl htth « TT T deCrypt eontent on his own; lne «M>ment itself must be 
Sossibh ih h , er w d ° S !' T ° p,ace the vi,al dec >VP«on P^cess as close to the viewing point as 

S^toi rJS, tf^S? 6 6XPenSive di9ita ' Pr ° ject0r itse,f ' which si,s in each theater 

SprSS decr yption occurs in the projector, so must decompression, and thus the interface of 

SfSSSSlf ° mp L eSSed ^ 9h , quality video to the P r °i ection "9uns" or silicon mirrors or LCD light vates 
S^teK"^ 5 emp 'T d - Pr0jeCtor specific watermarking will occur in the same 
oca ton, for the ultimate m confidence that the watermarked viewed movie was viewed in the exaut 
theater where the projector is mounted. A GPS circuit can even be embedded in the projector "or 
increased confidence that the projector physical location is known P J 

tnrtw- n U "^ unate, y. Projector technology is not yet at the ultimate in viewing desired. Some feel that 
today's projectors cannot achieve the quality delivered by a movie film copy that is properly shot and not 

as p7o^oTvid b / 0 n p S ted ^ ayin9 ,- J hus we know that ' hc P ro ^ e ^ ^^^^ZeT^ 

^ ^o^^lft V reSO, ^° n ' mpr0ve with time ' so must tne reso,ution Slivered to that 

<J? ^Sf ?n Z I comprossion and decompression hardware will also evolve to provide better and 
/L^ -^^ Ua ' lty and re solu ^"- Todays decryption and watermarking and key management will also evolve 

Signature of/Subrnlfi erte) " -LVHlflL 

^ead and understood by [Witness Signature(s)] Oml 

Gl CONFIDENTIAL & PROPRIETARY nev . 02/9B 



DEC-27-00 WED 12:55 



SYSTEM ENGINEERING 



FAX NO. Biy&3b£bUi 



r. uo/ cc 




Invention Record Form 

path o te IP n^TttS™ inform £°' ^ the m0du,e sh °^ *™ a Section 
E. A va riSy of Sn ques are h " ' T*' ° f any attempTS 10 remove il or ^P er 

convocation «,h ,he Ke/m^g^em sS'i°pre«nf *° ^ ""^ C <"* U ° US 

deco m pSSfnS*et^urfr ": ES ; ia » conrant, and dectypt then and 

keeos a D i ate torn , irrlcc- ?k m ° dul * be,n 9 tamper-resistant. and located locked within the projector 
such a module" the ^^J^T^E ^ UP ° n to Pr ° vWe 3 ' OCation and > ower f " 

«cori^5^^ ° n,y VCfy ^ di9ital C ™ « the ^ rf ace. making the job of 

2. "recorded and stolen in digital form, the watermark is present, and 

3. Modular upgrade is easy for the theater 
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Advanced Technology Update 



November 4, 1999 
Paul Moroney 




D-Cinema 

♦ Keys: 

- studio relationship and control 

- standards 

- projection 

- compression 

- security 

> GI would supply compression and security 
technology to a consortium [funded], with 
probable partial ownership 
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Source Coding 



♦ General thrust away from consumer 
technologies 

♦ No one answer; must evolve, and not be 
limited by the projector 

♦ Systems must incorporate real-time when 
needed 

♦ Off-line encoding typical for films 





GI Proposal 

♦ Standards focus through MPEG-2 and 
MPEG-4 

♦ Extend quality beyond ATSC HD. 

♦ Ex: 1920 by 1080 60 P could be base film 
compression, and 50 Mbps minimum, 
withl080i reserved for real-time encoding. 
Higher quality modes would be defined as 
well, for future proofing. 

♦ VBR compression 
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GJ Proposal 

♦ Compressed film distribution via satellite, 
fiber, etc as standard file transfer, TCP/Ip' 
or as multicast HDP. " ? 

♦ Note: 50 Mbps, 2 hour film = 45 GB storage 

♦ Server array at theater. 

♦ Decompression at projector. 





Security Requirements 



♦ Content Encryption 



- Content encryption prevents the content from 
being used by anyone not possessing a valid 



key. 



- Content "ideally" is only decrypted at the final 



destination 



key management must be employed. 



operationally practical, yet highly secure, 
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Security Requirements 
Watermarking 

- Persistent protection, as in SDMI 

- Protects the content by applying a non-removable, non- 
forgeable mark. 

- Ideally, legitimate additions to the watermark trace the 
content through the entire path to consumer 

- Attempts to remove or alter the watermark result in the 
content quality being degraded beyond usability. 




GI Security proposal 

♦ Encryption at source, decryption in 
projector 

♦ Theater file server storage thus encrypted, 

♦ Playback control by theater, but 
decryption control by studio. 

♦ Source watermark to label content 

♦ Projector watermark to identify playout 

♦ Physically protected hardware in projector 
from GI 
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Decryption Secure Container 



♦ The objective requirements of the security 
container is to "protect the content when it 
is in a form that is easily stolen and easily 
transported". 

♦ Projector watermarking must be 
performed in a secure container. 

♦ Decryption and decompression must be 
performed in the "same secure container". 

♦ Secure container must meet similar 
security requirements to FIPS 140 level 4. 
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Agenda 
March Engineering Forum 

DNS Programs 

SBNS 

AT: 

lunch 

IPNS 

TNS 

ANS 

(^) MOTOROLA 



Broadband Communications Sector 



Advanced Technology Overview 



Paul Moroney 
3/2/00 



MOTOROLA 

Broadband Communications Sector 



(2-11^. 
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D-Cinema 

• Keys: 

- studio relationship and control 

- standards 

- projection 

- compression 

- security 

• GI would supply compression and security 
technology to a consortium [funded] 

MOTOROLA 

Biontioana Communications Sector 



GI Proposal 

• Compressed film distribution via satellite, 
fiber, etc as standard file transfer, TCP/IP, 
or as multicast UDP. 

• Note: 50 Mbps, 2 hour film = 45 GB 
storage 

• Server array at theater. 

• Decompression at projector. 

MOTOROLA 

Broadband Communication j Sector 
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GI Security proposal 

• Encryption at source, decryption in 
projector 

• Theater file server storage thus encrypted. 

• Playback control by theater, but decryption 
control by studio. 

• Source watermark to label content 

• Projector watermark to identify playout 

• Physically protected hardware i n projector 
from GI O 1 "Ctorou 



'ROLA 

Bro^dbsnd Communications Sector 




( 1- 
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Digital Cinema Directions 

Paul Moroney 
4/26/2000 



D-Cinema 

■ Keys: 

- studio relationship and control 

- standards [SMPTE, mpeg-4] 

- projection 

- compression 

- security 

■ Motorola to supply compression and security 
technology to a consortium, & drive/participate in 
standards process [funded] 
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Source Coding 

■ General thrust away from consumer 
technologies 

■ No one answer; must evolve, and not be 
limited by the projector 

■ Systems must incorporate real -time when 
needed 

■ Off-line encoding typical for films 



Motorola Strawman 

■ Standards focus past MPE6-2 to MPEG-4 

■ Extend quality beyond ATSC HD. 

- Ex: 1920 by 1080 24 P (60 P) could be base film 
compression; and 50 Mbps minimum, with 1080i 
reserved for real-time encoding. Higher quality 
modes would be defined, same compression 
technology for evolution. 

■ VBR compression, leverage investment & 
expertise in high quality SD and HD 
compression 
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Motorola Strawman 



■ Compressed film distribution via satellite, 
fiber, etc as standard file transfer, TCP/IP, or 
as multicast UDP. 

■ Note: 50 Mbps, 2 hour film = 45 GB storage 

■ Server array at theater. 

■ Decompression at projector. 



Security Requirements 



■ Content Encryption 

- Content encryption prevents the content from 
being used by anyone not possessing a valid key. 

- Content "ideally" is only decrypted at the final 
destination 

- An operationally practical, yet highly secure, key 
management must be employed. 
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Security Requirements 

■ Watermarking 

- Persistent protection, as in SDMI 

- Protects the content by applying a non-removable, 
non-forgeable mark. 

- Ideally, legitimate additions to the watermark trace 
the content through the entire path to consumer 

- Attempts to remove or alter the watermark result in 
the content quality being degraded beyond usability. 
Efficient and robust, given compression choice 



Motorola Security Strawman 

■ Encryption at source, decryption in projector 

■ Theater file server storage thus encrypted. 

■ Playback control by theater, but decryption control 
by studio. 

■ Source watermark to label content 

■ Projector watermark (fingerprint) to identify playout 

■ Physically protected hardware in projector from GI 
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Decryption Secure Container 

■ Requirement of the security container is to "protect 
the content when it is in a form that is easily stolen 
and easily transported". 

■ Projector watermarking must be performed in a 
secure container. 

■ Decryption and decompression must be performed in 
the "same secure container". 

■ Secure container must meet similar security 
requirements to PIPS 140 level 3 or 4. 



I A<3=S3C^137 
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